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Abstract By swapping the entanglement of x -type state, we propose a quantum key distri-
bution protocol, in which only Alice needs to prepare y-type states and transmit a particle
sequence. Both Alice and Bob need to perform y-type state measurements.
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1 Introduction

Quantum key distribution (QKD) [1-24], combining quantum mechanics and traditional
cryptography, allows two remote parties (Alice and Bob) to share a secret key, and the secu-
rity of the shared key is ensured by virtue of the laws of quantum physics. In 1984, the first
key distribution protocol [1] that used quantum states from nonorthogonal bases was pro-
posed by Bennett and Brassard. Customarily, we call it BB84 protocol, in which the quan-
tum entanglement isn’t utilized. In 1991, by sharing the quantum entanglement between two
participants, Ekert proposed a QKD protocol, that is, the well-known E91 protocol [2]. Sub-
sequently, another QKD protocols that also use the quantum entanglement are put forward
[4, 9—-18]. Clearly, the quantum entanglement is a kind of very useful and important source
in quantum cryptography, and itself has some interesting phenomenons. For example, the
quantum entanglement may be swapped, that is, the so-called quantum entanglement swap-
ping. Simply speaking, entanglement swapping can entangle two quantum systems that have
never interacted each other before. In terms of this phenomenon, some QKD protocols have
been proposed by a group of people [9—-18], thereinto, the representational protocols have
Cabello protocol [10, 11], Song protocol [16] and so on.
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Recently, in research of the teleportation [25-29] of an arbitrary two-qubit state, Yeo and
Chua [30] proposed a four-particle entangled state, say x -type state, which is a new and gen-
uine four-particle entanglement state. Moreover, they made a detailed comparison between
X -type state and the other four-particle states: GHZ state and W state. Subsequently, Wang
and Yang [31] gave a scheme to generate this x-type state in an ion-trap system, and they
still shew that all sixteen states can be discriminated. There are still other schemes that a
X -type state is generated, such as, Wang scheme [32], Wang-Zhang scheme [33], Shen et al.
scheme [34]. Thereinto, Wang-Zhang scheme [33] is a simplest experimental one, because
only linear optical elements and conventional photon detectors are used in it, which greatly
decrease the experimental difficulty. On the other hand, some people are interesting in the
application of y-type state, such as, Xiu et al. [35] use it to put forward a DSQC protocol.
In this paper, by employing the y-type state, we propose a QKD protocol. So to speak, this
is another new application of x-type state. Before describing our QKD protocol, firstly, let
us define all sixteen x-type states as follows:
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Here, [W) = (9™ £ 1¢7), 197) = L(16™) £ 197, 195) = L(67) £ [v7)),
|©3) = J5(16™) £ 1Y), [¥*) = (101) £ 110)/v/2, [¢%) = (100) £ [11))/v/2, |£) =
10y £ 1))/ /2. The other fifteen X -type states can be obtained by the following way:

X7 ped = Oa0 IX ™ Vabea (G j=0,1,2,3) )

Here, o' belongs to one of four Pauli operators: I = [0)(0] + |1)(1], o, = |0){0] — [1)(1],
oy, = [1)(0] —0)(1], o, =10) (1| —[1)(0]. In addition, we still define two sets of measurement
basis:

PMBy = {|04), 0-),[14), [1=)}  BMBy = {|¥{"), |¥7), |®7), |9])}
PMB; = {|40), |-0), |+1),|=1)}  BMB, = {|¥)), |¥;),|97), |®;)}

2 Our Quantum Key Distribution Protocol

Secret keys will be generated between two legitimate parties, Alice and Bob, and our QKD
protocol can be realized in the following steps:

(1) Alice prepares a batch of four-particle entanglement pairs, which each pair is
in | x % pcq. And then, she arranges these entanglement pairs into one sequence [ P, P]b, Pf,
Pld, Py, Pz”, Py, Pzd, . P P,f’, Py, P,f]. Here, the a, b, ¢ and d represent four particles in
one x-type state and the subscripts 1,2, 3, ... and n indicate the orders of entanglement
pairs in the sequence. Alice takes particles a, ¢ from each pair to form an ordered sequence

[P}, P{, Py, Py, ..., P!, P’](simply say P sequence), and the remaining partner particles
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Fig. 1 Illustrating of quantum key distribution protocol using a x-type state. Here, the case after dividing
groups is shown, that is to say, we take out one group as an example to show the idea of our QKD protocol.
The small balls denote the particles. In (c), that four balls in each side become gray denotes y-type state
measurement

b, d form another sequence [P?, P, P?, P{, ..., P’, P] (simply say P, sequence). Alice
sends P, sequence to Bob and retains P; sequence in her site.

(2) After it is confirmed that Bob have received the P, sequence, Alice and Bob check
whether it is attacked during the transmission. In the P, sequence, Alice randomly selects
some particles b, d and asks Bob to randomly use the basis PMB, or PMB, to measure them.
Moreover, she still requires Bob to tell her his measurement outcomes. And then, Alice uses
the suitable basis to measure the corresponding particles a, ¢ of one entanglement pair in
the P; sequence. Incidentally, if Bob’s measuring basis is PMB;, Alice should select BMBy;
if Bob’s is PMB,, Alice selects BMB,. According to the ahead y-type state expressions,
that is, (1), their measurement outcomes are correlated if there is no eavesdropping in the
quantum channel. By comparing measurement outcomes, Alice can analyze the error rate of
P, sequence transmission. If the error rate goes beyond the threshold, the process is aborted.
Otherwise, the process goes on.

(3) Alice and Bob divide these four-particle entanglement pairs (except for the entangle-
ment pairs used to check eavesdropping) into plenty of groups. There are two pairs in each
group. For clarity, let us take one group as an example, as shown in (a) of Fig. 1. The next
task is to generate secret keys between two parties. According to the ahead content, Alice
now holds particles a, c, a, ¢ and Bob holds particles b, d, b, d. Alice performs x-type
state measurement on particles a, ¢, a, ¢, and Bob performs yx-type state measurement on
particles b, d, b, d. Obviously, the entanglement swapping of x-type state occurs, and the
state of the whole system evolves as follows:

% hapeal ¢ haea = ﬂxmLmem%%d+IxmLmemh@d+|X“Lmemh@d
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It is evident that Alice’s measurement outcome can be deduced by Bob according to
his measurement outcome, similarly, Bob’s can also be deduced by Alice according to
hers. In advance, they have a agreement that |x%), |x°"), |x%), ..., |x*) are encoded into
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0000, 0001, 0010, ..., 1111, respectively. So secret keys are generated between Alice and
Bob successfully.

So far, we use the y-type states to successfully put forward a QKD protocol, in which
only Alice needs to prepare the x-type states and transmit the particle sequence, and both
Alice and Bob need to perform yx -type state measurements.

3 Security of Quantum Key Distribution Protocol

As we all know, the security problem is the most basic problem in quantum communication.
If a protocol isn’t secure, even if its configuration is rather graceful, it is meaningless. Ob-
viously, the security is important for quantum communication protocols. In what follows,
we start to discuss the security of the above QKD protocol. For eavesdropping some useful
messages, the eavesdropper has to attack the P, sequence during its transmission. In general,
the attack methods that she used to employ are as follows:

(i) The intercept-resend attack. During the transmission of particles b, d between Alice
and Bob, the eavesdropper intercepts them. In addition, the eavesdropper prepares another
x-type state, |x*) e in advance, and sends particles b’ and d’, instead of b and d, to
Bob. So, the particles that Bob really measures are not b and d, but b’ and d’ in the security-
check. Of course, both Alice and Bob don’t know this. When Bob announces his measure-
ment outcome (assuming that his measurement outcome is |0—)) via a classical channel, the
eavesdropper also obtains this information and chooses PMB; to measure particles b and d.
Since the system state randomly collapses, the probability that the measurement outcome
on particles b and d is similar to that on particles " and d’ is 25%. So the eavesdropper will
introduce some errors if eavesdropping. Obviously, the replacing trick of the eavesdropper
will be detected with a bigger probability while Alice and Bob use two sets of measuring
basis to check the channel security.

(ii) The entangle-measure attack. The eavesdropper intercepts particles b and d while
they are traveling between Alice and Bob. Afterwards, she performs unitary operation
on the intercepted particles, that is particles b and d, and the auxiliary particle e that
she prepares in advance. By observing the auxiliary particles, the eavesdropper wants
to get some useful messages. In what follows, we will analysis whether her eavesdrop-
ping is feasible. In terms of the ahead content, we know that the eavesdropper has ac-
cess to only two particles of four-particle entanglement pair, that is, particles b and d.
For the eavesdropper, particles b and d are in the mix state, and its density matrix is
o= }I(|00) (00] + 101) (01| +]10){10] 4+ |11){11]) (particles a and c are traced out). Suppose
that the eavesdropper’s auxiliary particle e is prepared in |¢). And her general operation may
be written as follows:

Ug: 100)pale) — [00)saler) + 101)pale]) + [10)paley) + [11)pale)")

"

[01)pale) = 100)pale2) + 101)pales) + [10)paler) + [11)pales”)

) )
) )
110)pale) — 100)pales) + 101)pales) + [10)pales) + [11)pales”)
[11)pale) = 100)palea) + 101)palel) + 110)paley) + 111)paley”) “
”

Here, all |¢&;), |e}), |€]), le]”) (i €{1,2,3,4}) are auxilia states and they are decided by Up.
After the eavesdropper performs her operation, the auxiliary particle e and particles a, b, ¢
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and d are entangled together, and the whole system will be:

[|¢+ (100)paler) +101)pale]) + 110)pale]) + 11)pale}"))

¥ (100)pal82) + [11)41€5"))
+ |W+ )(100)pale3) + 101)paler) + [10)pa1€5) + [01)pales) + [10)pal€5) + [11)pale3’))
@) (100)pale4) 4+ 101)pales) + [10)palel) + 111)paley)) ] 5

In terms of Step (2), we may see that the two sets of measuring basis are randomly selected
by Bob in checking eavesdropping. If Bob select PMB, to measure particles b, d and Alice
uses BMB, to measure particles a, c, (5) should be turned into as follows:

1
1§) =3 (195 102) = 195 01) + 19)les) +195)104)) ©)

Here,

1
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In terms of the ahead (1), in order that any error isn’t introduced into, the following condi-
tions must be satisfied:

(~llen) = (+0le) = (+0le) =0 (+1len) = (+0lea) = (Do) =0
(+1l03) = (~1lgs) = (~0lgs) =0 (+1]ga) = (~1]gs) = (+0lgs) =
So, we may get the following results:
) = les) ey =) lel) =les) ley) =le}) ©

lep) =lel)y =le) =15 ) =0 &) = |e7) =|es) =|ej) =0

Here, 0 denotes a null vector.
When another set of measuring basis is chosen, that is, Bob chooses PMB; to measure
particles b, d and Alice uses BMB; to measure particles a, ¢, (5) may be turned into as
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follows:
1§) = %(Wf)lm) +1W)oa) +197)103) +191)104) ®
Here,
1) = 75 (00} 123+ 10D)1e5)+ 1011 + I11)ef) + 00 e2)+ [0D) e
+110)[e) + [11)[e])
o) \%000)'83) +101)€5) + 110)[€%) + [11)[€%') — |00} |e4) — [01)]€})
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Similarly, in terms of (1), in order that no error is introduced into, the following conditions
must be satisfied:

(I=lo1) ={0+]o1)=(0—]o1)=0  (I+]o3) =(1—]o3) =(0—o3) =0

(10)
(I+]o2) =(0+]o2) =(0—Jo2) =0 (I +]ou) =(l —os) =(0+oy) =0
So, we may get the following results:
le1) = le3) |e5) =ley’) ley) =lea), |e5') =le))
an

le3) = le3) =lea) =lej) =0 |e]) = |e]') = |e3) =e3) =0

Here, the 0 also denotes a null vector. In terms of (9) and (10), we find that (5) must be
changed into as follows:

&) =1le1)e]| x™), g (12)

It may be seen that |£) is a product of the ancilla and a four-particle | x°°) scq state. That is to
say, there is not any entanglement between particles a, b, c, d particle e. The eavesdropper
can’t obtain any information about secret keys by observing the ancilla in the case that no
error is introduced into. So, this kind of entangle-measure attack is invalid. All in all, in
terms of the above analysis, the security of our QKD protocol can be assured.

Next, we compare our QKD protocol with Song’s protocol [16] so that the advantage of
our protocol may be shown. Firstly, we calculate the efficiencies of the two QKD protocols.
Let’s employ Cabello’s definition [36] of QKD efficiency: n = ﬁ, where, 1 denotes the
efficiency, b, is the expected secret bits received by Bob. ¢, and b, are the qubit used and
the classical bits exchanged between Alice and Bob, respectively. In our QKD protocol, it is

@ Springer



1876 Int J Theor Phys (2010) 49: 1870-1877

evident that, b, and g,, both equal to 4 bits; since Alice and Bob needn’t publish any message
after they make the y -type state measurement, b, equals to O bit, so the total efficiency of our
QKD protocol n = 2—‘ = 100% (except for the classical messages exchanged during checking
eavesdropping and dividing groups). However, as each party needs to publish 2 bits classical
messages in Song’s protocol [16] after making Bell state measurement, the efficiency of
Song’s protocol is only 33%, that is, it isn’t very high. Obviously, our QKD protocol has
higher efficiency than Song’s QKD protocol [16].

4 Discussion and Conclusion

In summary, an efficient QKD protocol using a x -type state has been proposed successfully.
Secret keys can be generated over secure quantum channel between Alice and Bob in this
protocol. In the security-check, two sets of measuring basis are employed. In addition, we
may see that both Alice and Bob need to perform x-type state measurement in this proto-
col. Here, it is worth stressing that they don’t make y-type state measurements until Alice
and Bob ascertain that there is no eavesdropping in their quantum channel, in other words,
after they finishes the security check, the eavesdropping isn’t detected. We confess that the
present QKD protocol is similar to that in the paper [17], and the difference between the two
protocols is only that the present protocol uses y-type states and Bell states are employed
in the paper [17]. In addition, we still confess that the present QKD protocol has not the
symmetry trait, that is, Alice’s and Bob’s roles in it are not equal. Another QKD protocol
that has the symmetry trait has been finished and will be published elsewhere.
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